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This policy should be read in conjunction with the school’s DPIA for Microsoft Copilot (Appendix A)


At Bosmere Junior School, we recognise the transformative potential of artificial intelligence (AI) in education. AI offers innovative tools and resources that can enhance teaching and learning, support staff and improve administrative efficiency. However, with these opportunities come responsibilities. Our AI policy is designed to ensure that AI is used ethically, responsibly, and effectively within our school community.

The principles guiding our AI policy are rooted in our commitment to creating responsible, respectful and lifelong learners. We believe that AI should be used to:
· Enhance educational outcomes: AI can provide personalised learning experiences, support differentiated instruction, and offer new ways to engage students. By leveraging AI, we aim to improve educational outcomes for all students.
· Support staff: AI can automate repetitive tasks, generate resources, and provide insights that reduce workload and allow staff to focus on more meaningful activities, such as direct student interaction and personalised instruction.
· Protect privacy and data: Ensuring the security and privacy of information is crucial to maintaining trust within our community and complying with legal requirements. Our policy outlines measures to safeguard data and protect the rights of individuals.


Statement of Principles
· Ensure fairness and reduce bias in AI usage: AI systems should be designed and used in ways that treat all individuals equitably, avoiding any form of discrimination or bias. This ensures that all students have equal opportunities and are judged solely on their merits.
· Maintain the security and privacy of information: Protecting sensitive data is crucial to maintaining trust and complying with legal requirements. This involves using secure systems and protocols to prevent unauthorised access and data breaches.
· Use AI as a tool while remaining the authors of the content created: AI can assist in generating content, but staff must review and take responsibility for the final output. This ensures the content is accurate, reliable, and aligned with educational goals.
· Foster creativity and responsible use of AI to enhance teaching and learning: AI can provide innovative ways to engage students and personalise learning experiences. Responsible use involves ensuring that AI tools are used ethically and effectively to support educational outcomes.
· Automate workload tasks to improve efficiency: By automating repetitive tasks, AI can free up time for staff to focus on more meaningful activities, such as direct student interaction and personalised instruction.

Generative AI Systems
Staff at Bosmere Junior School are instructed to use Microsoft Copilot within the school's Microsoft 365 infrastructure for increased privacy and security. For tasks not involving specific information about the Bosmere community, other generative AI tools including ChatGPT and Canva may be used. Other AI tools should only be used within the workplace with approval from the Leadership Team. The tools that are approved will continue to be reviewed on an annual basis.
Examples of ways that staff can use AI systems include:
Enhancing Learning and Reducing Workload
· Simplifying texts for lower attainers or children with SEND: AI can modify complex texts to make them more accessible, helping students with learning difficulties understand the material better.
· Creating images from learners' sentences/writing for evaluation: Visual representations of students' work can help them better understand and evaluate their writing, fostering self-assessment and improvement.
· Using Reading Progress/Reading Coach for individualised feedback: AI tools can provide personalised feedback on reading skills, helping students improve at their own pace.
· Creating specific WAGOLLs (What A Good One Looks Like): AI can generate examples of high-quality work, providing students with clear models to emulate.
· Generating lesson and performance images to avoid copyright issues: AI-generated images can be used in teaching materials and performances without infringing on copyright, ensuring legal compliance.
· Creating specific questions or word problems in subjects like maths and science: AI can generate tailored questions to challenge students and reinforce learning in specific subject areas.
· Virtual role-playing / interviewing in lessons like English and history: AI can ‘act’ as an historical, political or literary figure and respond to questions from the children to deepen their understanding.
· Lesson and Unit of Learning planning: AI can assist in creating comprehensive lesson plans and units, saving time and ensuring consistency.
· Generating dictated sentences for spelling tests: AI can quickly generate text for spelling tests, reducing preparation time for teachers.
· Creating assessment/test questions: AI can produce a variety of test questions, ensuring a broad assessment of student knowledge and skills.
· Developing Home Learning activities/questions: AI can generate engaging and educational activities for students to complete at home, supporting continuous learning.
· Generating sentences/word classes for specific units: AI can provide examples and exercises tailored to specific learning objectives, enhancing lesson content.
· Creating overviews of lesson plans and Units of Learning: AI can summarise and organise lesson plans, making it easier for teachers to review and adjust their teaching strategies.
· Drafting emails and letters: AI can help draft professional and clear communications, saving time and ensuring consistency.

Administrative and Strategic Support
· Summarising online documents: AI can condense lengthy documents into key points, making it easier for staff to stay informed and make decisions.
· Creating summaries from texts: AI can generate concise summaries and related questions, aiding in comprehension and discussion.
· Generating objectives and success criteria for action plans and reports: AI can assist in defining clear and measurable goals, supporting effective planning and evaluation.
· Comparing online documents / guidance to school documents: AI can rapidly analyse examples of educational guidance, data and policies and suggest changes that Bosmere staff could make to their documents. 
· Communication: AI can support with administrative tasks such as communication with parents and staff. This can reduce the administrative burden on office staff and school leaders, allowing them to focus on other priorities, strategic initiatives and leadership responsibilities.
· Data-Driven Insights: AI can analyse large datasets to provide insights into student performance, attendance, and behaviour. This helps school leaders make informed decisions based on trends and patterns. By understanding data trends, leaders can identify areas needing improvement and allocate resources more effectively.
· Predictive Analytics: AI can forecast future trends based on historical data, such as predicting student enrolment numbers or identifying students at risk of underperforming. Predictive analytics enable proactive interventions, ensuring that potential issues are addressed before they become significant problems.

Best Practice in When Utilising AI
Designing Prompts
Designing prompts means creating clear and detailed instructions for AI systems to follow. This helps ensure the AI generates accurate and useful outputs that meet your needs. By carefully considering elements like the role of the AI, the task, the audience, and any limitations, you can guide the AI to produce high-quality content. When prompting AI staff should consider:
· Persona: Define the role for AI to ensure the output is appropriate for the context.
· Objective: Specify the task for AI to ensure the output meets your needs.
· Audience: Identify who the content is for to tailor the output accordingly.
· Specificity: Use precise language to guide the AI in generating relevant and accurate content.
· Activity: Explain in detail to provide clear instructions for the AI.
· Boundary: Set limitations and direction to ensure the output stays within desired parameters.
· Iteration: Be prepared to adapt and re-prompt to refine the output and achieve the best results.

Responsible Use
Bosmere Junior School does not use AI systems, including Microsoft Copilot, to make automated decisions about pupils. All decisions affecting pupils — including safeguarding, assessment, SEND provision and behaviour — are made by qualified staff using professional judgement. AI may support analysis but does not replace human decision-making. Staff must:
· Evaluate outputs to ensure they meet intended purposes: Regularly review AI-generated content to ensure it aligns with educational goals and standards.
· Verify facts, data, and quotes from reliable sources: Cross-check information to maintain accuracy and credibility.
· Edit prompts and ask follow-up questions to improve AI output: Continuously refine prompts to enhance the quality and relevance of AI-generated content.
· Revise results to reflect specific needs, style, and tone: Tailor AI outputs to match the specific requirements and preferences of the school.
· Staff are responsible for all content created with AI: Ensure accountability by having staff review and approve all AI-generated content before use.
· Bias Awareness and Mitigation: All AI-generated content must be reviewed for potential bias, including stereotypes or discriminatory language. When using AI to summarise large quantities of data on an individual pupil, staff should be careful to ensure that a balanced overview is provided especially when sharing a summary with an outside agency e.g. Children’s Services.
Prohibited Uses
Staff must not:
· Enter or upload safeguarding logs, referral notes, or disclosures into any public AI tool or any AI system outside the school’s secure Microsoft 365 environment. (Safeguarding information may be processed in Microsoft Copilot, as it remains within the school’s tenancy and is covered in the DPIA.)
· Upload or copy any pupil data into public, non‑school‑managed AI tools (e.g., ChatGPT, Bard, Gemini, Claude) unless it is fully anonymised and authorised by the Leadership Team.
· Use AI to replace professional judgement when drafting safeguarding risk assessments or SEND documentation. (AI may support drafting, but all outputs must be verified and authored by staff.)
· Use AI to make or imply clinical, diagnostic, or behavioural labels about pupils (e.g., “This child has ASD”, “This child is high‑risk”). (AI cannot diagnose or categorise pupils.)
· Rely on AI outputs without verifying accuracy and factual correctness against original records.
· Use AI systems on personal devices that are not managed by the school.
Data Privacy
Bosmere Junior School is committed to protecting the privacy and data of all members of our community. Our data privacy principles include:
· Confidentiality: All data processed by AI systems must be kept confidential and only accessible to authorised personnel. This protects sensitive information and maintains trust within the community.
· Data Minimisation: Only the minimum amount of data necessary for the intended purpose should be collected and processed. This reduces the risk of data breaches and ensures compliance with data protection laws.
· Secure Storage: Data must be stored securely, using encryption and other security measures to prevent unauthorised access. This safeguards information from potential threats. (Microsoft 365 secure storage is a cloud‑based system that safely stores files and emails online. Data is protected using encryption, access controls, and secure logins, so only authorised users can view or edit information. Files are backed up automatically and can be accessed securely from approved devices.) AI chat history and prompts must be cleared half-termly in Copilot. Staff must not store or bookmark prompts containing personal data.
· Transparency: Staff must inform individuals about how their data is being used and obtain consent where necessary. This ensures that data subjects are aware of and agree to the processing of their information.
· Compliance: All data processing activities must comply with relevant data protection laws and regulations, including GDPR. This ensures legal compliance and protects the rights of data subjects.
· Data Breach Protocol: In the event of a data breach, immediate steps must be taken to mitigate the impact and notify affected individuals and authorities as required (please refer to the Data Protection Policy). This ensures prompt response and minimises potential harm. Any accidental disclosure or incorrect entry of personal data into an AI tool must be reported immediately as a data protection concern following the school’s Data Breach Procedure.

Ethical Framework
Adopted from the Institute for Ethical AI in Education:
· Achieving Educational Goals: Use AI to help students reach clear and beneficial learning goals that are supported by strong evidence.
· Forms of Assessment: Use AI to recognise and assess a wide range of student talents, ensuring a thorough evaluation of their abilities.
· Administration and Workload: Use AI to increase the school's capacity while respecting personal relationships, making processes more efficient without losing the human touch.
· Equity: Use AI to promote fairness and equal opportunities for all students, avoiding any form of discrimination.
· Autonomy: Use AI to give students more control over their learning and development, empowering them to take charge of their education.
· Privacy: Balance the need for privacy with the legitimate use of data to achieve clear and desirable educational goals, protecting personal information while supporting learning outcomes.
· Transparency and Accountability: Ensure that humans are ultimately responsible for educational outcomes, maintaining oversight of AI systems to build trust and accountability.
· Informed Participation: Make sure that students, teachers, and other relevant individuals understand AI and its implications, promoting informed and responsible use.
· Ethical Design: Design AI resources with an understanding of their impacts, ensuring they are created and used in ways that are ethical and beneficial.

Pupil use of AI at Bosmere:
· Generative AI will not be used directly by pupils. Instead, lessons will include age‑appropriate learning about how AI systems work, their limitations, and discussion of AI risks such as bias, misinformation, data privacy, and ethical considerations. 
· Teachers will emphasise that human judgment remains essential and AI outputs must be checked for accuracy and fairness.

Glossary
· Artificial Intelligence (AI): A field of computer science where systems are designed to perform tasks that typically require human intelligence, such as understanding language, recognising images, making decisions, or generating content. 
· Generative AI: AI tools that can create new content—text, images, audio, video, code—in response to a prompt or question. Examples include ChatGPT, DALL·E, Gemini, and Copilot. All generative AI systems are examples of artificial narrow intelligences. 
· Artificial General Intelligence (AGI): A type of AI that can understand, learn, and apply knowledge across a wide range of tasks at a level equal to or exceeding that of a human. Currently, no one has created AGI. 
· Artificial Narrow Intelligence (ANI): AI systems designed to perform a specific task or a limited range of tasks with high efficiency and accuracy. All current AI systems are ANI, including Generative AI. 
· Prompt: The instructions or questions given to an AI tool to guide its response. The quality and clarity of a prompt affect the output produced. 
· Machine Learning: A type of AI where a system learns patterns from data to make predictions or decisions without being directly programmed for every task. 
· Training Data: The information used to ‘teach’ an AI system. This data can include text, images, audio, or other types of information from many sources. 
· Bias: When AI outputs show unfair preference or prejudice due to patterns in the training data. This can lead to discrimination or inaccurate results. 
· Data Protection: Measures taken to ensure that personal information is collected, stored, and used lawfully and securely, in line with GDPR and school policies. 
· Personal Data: Information that can identify an individual, such as their name, address, or date of birth. 
· Sensitive Data: A special category of personal data, such as medical information, racial or ethnic origin, or religious beliefs, which requires extra protection. 
· General Data Protection Regulation (GDPR): UK and EU laws that set rules for how personal data must be handled to protect people’s privacy and rights. 
· Open AI Tool: An AI service available to the public through the internet. May store prompts and data entered into it. 
· Closed AI Tool: An AI system restricted to authorised users, often running in a secure school environment, with stricter data controls. 
· Human Oversight: The process of checking and verifying AI outputs to ensure accuracy, fairness, and appropriateness before use. 
· Plagiarism: Presenting someone else’s work, ideas, or words as your own without proper credit. AI-generated work can still be plagiarism if copied from other sources. 
· Academic Integrity: The principle of being honest and responsible in academic work, avoiding cheating, plagiarism, or unfair assistance. 
· Hallucination (AI): When an AI tool produces false, misleading, or made-up information as if it were fact. 
· AI Lead/Leader: The designated member of staff responsible for overseeing safe, ethical, and effective AI use within the school. 
· AI Tool Approval: The process by which the school reviews and authorises AI systems for use, ensuring they meet safety, privacy, and educational standards. 
· Ethical Use of AI: Using AI in ways that are fair, transparent, and aligned with the school’s values and safeguarding responsibilities. 
· Safeguarding: Protecting children from harm, including from risks posed by online tools and AI-generated content. 
· Digital Footprint: The information about a person that exists online because of their activities, which can be affected by how they use AI tools. 

References:
Ethical Framework for AI in Education (Institute for Ethical AI in Education)
UK Government Guidance on Generative AI in Education
AI Opportunities Action Plan (UK Government)
NSPCC Guidance on AI and Children’s Safety
GDPR Guidelines and Data Protection in AI Use
Appendix A

Data Protection Impact Assessment (DPIA)

Project name: Use of Microsoft Copilot (M365) by school staff to support summarisation, analysis and retrieval of pupil information.

Brief description of project: School staff will use Microsoft Copilot—embedded within the school’s secure Microsoft 365 environment—to summarise large bodies of existing school data relating to pupils. This includes progress data, behaviour logs, inclusion notes, SEND/EHCP evidence, and other educational records.The purpose is to improve efficiency, support staff workload, inform inclusive classroom strategies and interventions, and support statutory processes (e.g., SEND referrals, EHCP applications).

	1.  What is the project for? What does it seek to achieve? 
The project seeks to allow staff to use Microsoft Copilot as a secure, AI‑assisted tool to:
· summarise existing school-held information about pupils
· quickly locate relevant information across multiple internal documents
· generate drafts of inclusion strategies and intervention ideas
· structure information for EHCP applications
· support teachers in making informed decisions based on existing data
· reduce workload and improve accuracy when compiling reports
Copilot will not be used to replace professional judgement.


	2.  Will the project collect information about individuals (e.g. students, parents, staff)? If no personal information is collected, a DPIA will not be required.

Yes. Staff will enter or reference pupil personal data into Co-Pilot that is already stored on the school’s existing digital platforms e.g. SIMS, CPOMS. This includes confidential information about students and may include staff-written notes. 

A DPIA is therefore required.

	3.  What type of information will be collected?  Will it be special category data? (e.g. information about an individuals physical or mental health, social care details, details of criminal offences or allegations) or will large quantities of personal information be collected?  Any of these categories of information will raise the level of risk.

The data entered into Copilot may include:
· pupil progress and assessment data
· behaviour and pastoral information
· SEND information, including special educational needs
· safeguarding logs
· attendance data
· parental communication notes
Some of this is special category data, including:
· health-related SEND information
· mental-health or wellbeing references
· safeguarding‑related contextual information
· 
Therefore the project carries an elevated data protection risk.


	4.  How will the information be collected (on paper forms, electronically)?  Who will have access to this information?  How will it be stored and kept secure?

Information will only be processed within the school’s Microsoft 365 tenancy. 
Staff will input or reference data via: 
· Microsoft Copilot in M365
Access is restricted by school‑controlled user accounts and existing role-based permissions. 
All data remains stored in the school’s secure Microsoft cloud environment (UK/EU datacentres). 
Copilot uses commercial data protection measures, including: 
· no training of foundation models on school data
· no movement of data outside the organisation’s tenancy
· encryption at rest and in transit
Staff devices are protected by existing school policies: MFA, device management, secure login.

Staff will also clear their Co-Pilot Chat history on a half-termly basis to ensure the long term protection of data. 

	5.  How will pupils/staff /parents be made aware of how their personal information is being used? Will a privacy notice be provided, at the end of a paper form or by linking to the school website privacy notice?  Does the privacy notice provide sufficient detail about the reasons for collecting the information and who it may be shared with?

The school’s existing privacy notice covers:
· use of personal data for educational and administrative purposes
· use of cloud-based systems (Microsoft 365)
· processing for learning analytics, safeguarding, inclusion, and SEND
The privacy notice will be updated to explicitly reference:
“Use of AI-assisted tools within the school’s Microsoft 365 environment (e.g., Microsoft Copilot) to support summarisation of school-held data. The AI does not train on school data and cannot access external information about pupils.”
The updated privacy notice will be placed:
· on the school website
· referenced in staff and parent communications where appropriate.


	6.  Do you need consent from the individual to use the information? (e.g. because special category data is being collected).

No.
Processing is covered under:
· Public task (education, safeguarding, SEND statutory duties)
· Legal obligation (e.g., maintaining educational records)
· Substantial public interest (for special category data, Schedule 1 DPA 2018 – safeguarding, equality of opportunity, SEND provision)
Consent is not relied upon.


	7.  Does the project involve the use of new or different technology which could be privacy intrusive (e.g. CCTV, monitoring of staff, biometrics, GPS tracking, cloud storage or AI)?

Yes – artificial intelligence functionality within Microsoft 365.
However:
· It does not introduce additional monitoring of staff or pupils.
· It does not collect new data.
· It operates only on information the school already stores securely.
The AI provides summarisation and search functions but does not independently profile or track individuals.


	8. If the project involves AI: Does the contract with the supplier state that the School will be the controller for all AI processing of personal data? Will the AI be prevented from using personal data (whether anonymised or not) for its own training? Will the personal data be prevented from leaving the School’s IT environment? Will the AI be used to make, or assist with making, decisions about pupils, staff or any other individual? What checks have been done to ensure accuracy and minimise bias/inequality? 
(These are questions you may wish to discuss with the AI supplier.)

Controller: The school remains the data controller for all Copilot processing. 
Training: Microsoft does not train foundation models on any school data. 
Data location: Personal data does not leave the school tenancy. 
Decision making: 
· Copilot is used to support decisions, not make automated decisions.
· Professional judgement remains essential.
Bias & accuracy checks: 
· Staff will be trained to check outputs for factual accuracy.
· Copilot will not be used to generate safeguarding risk assessments or independent diagnoses.
· Staff must verify all recommendations before they influence pupil arrangements or EHCP documentation.


	9. What risks have been identified? What is the impact of the risks on individuals? What is the likelihood and severity of any harm to individuals?  Are there any compliance or corporate risks?  What steps have been taken to eliminate or minimise each risk? Are there any residual risks?

Identified Risks
· Misinterpretation or hallucination in AI-generated summaries.
· Staff inadvertently pasting excessive sensitive data (e.g., safeguarding case details).
· Over‑reliance on AI for SEND or behavioural recommendations.
· Accidental exposure of data if staff use personal devices.
Impact on individuals
· Potential inaccuracies in pupil records.
· Misleading information being used in reports or applications.
· Privacy concerns if sensitive data is mishandled.
Mitigations
· Staff training: 
· correct use of Copilot
· verifying all AI outputs
· restrictions on copying raw safeguarding logs
· Clear school policy outlining permitted and prohibited uses.
· Role-based access built into Microsoft 365.
· Use of only school‑managed devices with MFA enabled.
· Annual review of AI usage.
Residual Risks
· Minimal, provided staff follow policy and training.
· Human error remains the main residual risk.


	 Summary of DPO Advice:

It is appropriate for Microsoft Copilot to be used in the manner described above. 

Date: 14.04.2026


	
Is DPO advice accepted or overruled? If overruled, an explanation must be given.

Accepted



	
Assessment of Residual Risk/s:

Human error: will require ongoing staff training and monitoring of use. 


Residual Risks accepted by:

Name (printed): JOHN ADAM

Position: Deputy Head Teacher

Date: 14.04.2026


	
DPIA Sign Off: 
[image: ]
Signature: 

Name (printed): Kathryn Robinson

Position: Headteacher                                                                                                                        

Date: 14.04.2026         


	
DPIA to be reviewed by: Deputy Head Teacher / Head Teacher / AI Governor / Wider Governing Body (as part of AI review process)




Last updated April 2026
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