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CHARGING FOR SCHOOL ACTIVITIES

1.   Music
a) The music curriculum delivered in school time is unaffected by the need to charge.  It should be noted, however, that where a musical instrument is necessary for such curriculum work it should be either provided by the school or on a voluntary basis, by the parent for his/her child.   No requirement can be made for parental contributions.

b) For extra-curricular activities, a requirement to provide resources can be an expected condition of involvement e.g. a child wishing to join guitar club may be required to provide his/her own guitar.

c) A charge for individual tuition is made for peripatetic teaching; the amounts chargeable are determined annually by the Finance and Resources (F&R) Committee of the Governing Body (See Appendix 1).


2.   Materials
No charge may be levied for materials required for any aspect of the curriculum. Voluntary contributions may be sought, but no child should be excluded from the activity. If parents have indicated in advance a wish to own the finished product then the school may charge for, or require the supply of ingredients or materials. This would relate particularly to food technology, artwork, technology or clay work.


3.   Visiting Groups to the School
(Theatre or drama groups, music groups, puppeteers, animal experts etc.)

Where the activity is in school time and the decision is made to divide the cost amongst the children involved (often the whole school), the parents should be informed well in advance of the circumstances and cost. No child should be excluded from the activity due to non-payment. However, it should also be made clear that if many refuse to contribute, the school cannot afford to subsidise a large shortfall. In the event of only a few parents contributing, an event may be cancelled. Care should be taken so that if a proposed activity is to be cancelled, the school does not find itself liable for paying a large cancellation fee. 

4. Voluntary contributions 
Nothing in legislation prevents a school governing body or local authority from asking for voluntary contributions for the benefit of the school or any school activities. However, if the activity cannot be funded without voluntary contributions, the governing body or Headteacher should make this clear to parents at the outset. The governing body or Headteacher must also make it clear to parents that there is no obligation to make any contribution. 

It is important to note that no child should be excluded from an activity simply because his or her parents are unwilling or unable to pay. If insufficient voluntary contributions are raised to fund a visit, or the school cannot fund it from some other source, then it must be cancelled. The school will ensure that they make this clear to parents. If a parent is unwilling or unable to pay, their child must still be given an equal chance to go on the visit. The school will make it clear to parents at the outset what their policy for allocating places on school visits will be. 

When making requests for voluntary contributions, parents must not be made to feel pressurised into paying as it is voluntary and not compulsory. The school will avoid sending colour coded letters to parents as a reminder to make payments and direct debit or standing order mandates should not be sent to parents when requesting contributions.


4.   Visits to Places of Interest
This section refers to non-residential visits made in school time. When calculating the total cost for the trip, this will include the cost of transport, entrance fees for all children and supervising adults and any costs for workshops etc. An admin cost of £1 per child will also be included to cover charges for paying by ParentMail together with the cost of any pre-visits for risk assessment purposes. If insufficient voluntary contributions are received to cover the cost of the visit, or activity, and there is no alternative method to make up the shortfall, then the school will cancel the activity/visit. The school will make parents aware of a possible cancellation to the activity/visit if insufficient voluntary contributions are received from the outset.   


5.   Residential Visits
Schools can charge for board and lodging, but the charge must not exceed the actual cost. However, when a school informs parents about a forthcoming visit, they should make it clear that parents who can prove they are in receipt of certain benefits will be exempt from paying the cost of board and lodging. 

A voluntary contribution will be requested for the cost of transport and activities.  

6   Fines and Damage
A fine can be levied to recompense the school for a lost book or piece of equipment, or if a pupil causes damage to equipment, property or fabric of the school.


7   Letting of School Premises
The school may be let to groups and individuals - charges will be levied as approved by the Finance and Resources (F&R) Committee of the Governing Body. Lettings should cover the cost of the Site Manager plus heating, lighting, wear and tear etc. (See Appendix 1 for current charges.)


8   Mini-bus
The minibus may be hired to other schools or to groups. The charges will be levied as approved by the Finance and Resources (F&R) Committee of the Governing Body. (See Minibus Policy.)

REMISSIONS
The school will reduce the cost of peripatetic individual instrumental and voice music tuition for Pupil Premium children and will consider all requests for assistance towards the cost of visits, including the Year 6 residential visit.
Where a visit or trip has to be cancelled, a refund to parents will be made for any contribution or charge they have made.
Where a pupil withdraws from or is not present for a non-residential visit or trip, no refunds will be made automatically but may be considered by the school in exceptional unforeseen circumstances.
Where a pupil withdraws from a residential visit, the school will not refund the deposit but will consider a refund of other costs that had not been incurred at the time of the withdrawal; for example, if transport and board and lodging costs had already been paid by the school, these will not be refundable.

HANDLING OF MONIES

1. The Admin Manager and office staff are suitably trained and attend courses / termly briefings to develop their financial acumen and keep themselves current with financial practices. In times of absence, there are procedures in place to ensure the continuation of the business as usual job responsibilities.

2. The following relates to money collected by staff:

a. Staff should hand money to the office in the appropriate wallet on a daily basis and not retain any cash in their classroom.

b. Sponsorship money received by classroom staff is to be passed directly to the school office. The school office will arrange for this to be passed on to a PTA committee member and/or the appropriate member of staff, depending on the nature of the event.      

3. Cash must never be left out unattended. Cash should be kept in a place not easily observed by pupils or outsiders.

4. In no circumstances must cash collected be paid into personal bank accounts.          

5. Cash and cheques must be kept in the locked safe overnight. The combination to the safe is known by only 3 people.

6. The procurement card is kept in a locked drawer. Only 3 people have access to the keys to this drawer.

7. Cash and cheques must be banked once a week during term time.

8. We are insured under the Insurance SLA to hold up to a maximum of £1,000 cash within the safe.  The Insurance SLA also provides cover for Cash in transit (excluding any loss that is due to error or omission, fraud or dishonesty and/or loss from unattended vehicle).  It is advised that school personnel should not carry more than £2,500 in cash at any time.  Personnel travelling with cash should have a mobile phone with them. 


9. Personal money and property is not insured when left on school premises.

10. We agree to adhere to HCC Card Payment Policy and will be responsible for ensuring all staff who will be involved in handling, processing and storing cardholder information are aware of the policy and agree to abide by its terms. (See Annex for the locally adapted Policy.)

11. The following additional controls are in place to prevent fraud:

a. Accounts are reported and explained to the governing body through the Finance and Resources Committee four times per year.

b. Selected internal checks are completed termly by Governors, with a rolling programme for income received, purchasing, banking system, petty cash and procurement card, such that each element is checked every 2 years.

c. Petty cash reconcilement is verified each month by the Headteacher and is limited to £200 being kept at any one time. This is also verified by governors as part of the rolling programme of internal checks.

d. Cash is counted in the main office in view of at least one other person, with clear documentation kept of monies received.

e. Cash received from parents is verified to be of the value expected and of legal tender.

f. Results of fundraising activities are publicised to parents.

g. Clear records are kept of cash taken to the bank.

h. Clear PTA accounts are kept and verified by the Headteacher, to ensure independence. These accounts are published annually at the AGM and shared via ParentMail to all parents at the school, then filed with the Charity Commission annually. Where income reaches £25K, the accounts are independently examined.

i. Backup of income and expenditure data is available on demand.





APPENDIX 1

BOSMERE JUNIOR SCHOOL

CHARGES
(from September 2025)


	
LETTINGS CHARGES


	
	Monday - Friday
	Saturday
	Sunday

	Hourly Rate
	£18.00 before 6pm
£22.00 after 6pm
	£30.00
	£30.00



(If the hiring of the facilities is of benefit to the children at the school, a reduced hourly rate may be negotiated. This would typically be 50%)
Minibus
The charge is £1.00 per mile and £15.00 per day, £7.50 half day. 
(Diesel price average 26/2/2026 = 141 pence per litre) 



(Inflationary costs will be considered when setting these charges.)




 ANNEX - Corporate PCI DSS - Card Payment Policy 

1.1 	Policy principles 

This policy sets out to define the behaviours expected from users of Council supplied PCI systems.  The four principle behaviours expected from users are to: 
· Comply with Payment Card Industry Data Security Standard (PCI DSS) 
· Keep Council information secure 
· Use Council systems and equipment responsibly and for their intended work purposes 
· Be aware their use of Council systems may be monitored in accordance with monitoring policies. 
In other words, users must operate Council systems for their intended work purpose in a lawful, secure and responsible manner. 
 
1.2 	Policy statement 

The Payment Card Industry Data Security Standard (PCI DSS) is a set of worldwide information security standards created to help organisations that process card payments prevent credit card fraud. It implements increased controls around data and its exposure to compromise and applies to all organisations that receive, process, store and pass cardholder information. 
 
Hampshire County Council is liable to fines and withdrawal of payment card facilities by its merchant bank should it fail to comply with PCI DSS. 
 
This policy is required to ensure compliance with requirement 12.6 of the standard. Full details of the requirements can be found in the document Navigating PCI  
 
Compliance with this policy is mandatory for all staff members that process card payments or have access to records containing cardholder data. Failure to comply with this policy will result in the credit card facility being removed, and may result in disciplinary action, up to and including gross misconduct / dismissal and referral to law enforcement agencies. All breaches of policy will be investigated.  
 
All sites who accept card payments are required to nominate a PCI Officer who will be responsible for ensuring that all necessary staff are aware of the policy and that it is adhered to. Formal acceptance of the policy will be monitored. The responsibilities of the PCI Officer are set out in Appendix B. 
 
More detailed information relating to the PCI Standard is provided on the 
PCI Security Standards website 
 	 
  
1.3 	Policy details 

1.3.1 	Card payment facilities and proposed developments 
· All card payment facilities must be PCI compliant. All proposals to change an existing card payment facility or to develop a new card payment facility must be notified to the PCI Lead Officer, to enable PCI compliance to be reviewed at the outset and before any supplier commitment, in order to assess the feasibility and fully address the implications.  
· Any new or amendments to existing card payment facilities and systems need to comply to corporate, IT, GDPR and project governance, to ensure PCI compliance for the approved solution; evidence of PCI compliance needs to be provided to the PCI Lead Officer in all circumstances, for approval to be sought from the PCI Board. 

1.3.2 	Online Payments 
· If an online shop (such as the Hantsweb Online Shop) is available customers should be encouraged to make payment for goods and services via this method.  
· On completion of a successful payment the online system will automatically generate and send an email payment confirmation to the customer. This is the only payment confirmation document that will be received by the customer. 
· If a customer’s payment has been unsuccessful or declined the customer should contact their card provider. The most common reasons for a declined transaction are the card provider suspecting the transaction may be fraudulent or insufficient funds in the card holder’s account. 
· If a customer faces difficulty in making a payment then staff assistance can be provided. If the payment cannot be made due to a problem with the online shop the customer should provide a contact number so that they can be advised when the issue has been resolved. 
· If the problem is with the Hantsweb Online Shop the IT Helpdesk should be advised immediately. 
· Card details must only be used for a single payment transaction and must not be retained or stored for future use. 
· No card data can be accessed by the County Council for card payments made via an online system. 

1.3.3 	PDQ Terminals & EPOS Tills 

1.3.3.1 	Obtaining a terminal and/ or till 
· If you are intending to purchase a new EPOS till or device or change your provider or devices please contact the PCI Lead Officer before proceeding to ensure what you are ordering is compliant with the County Council’s PCI policy. Failure to do so could result in the withdrawal of Merchant ID subsequently rendering the equipment unusable. 
· To request a card income device or PDQ (card processing machine) for your outlet or team please read the related PDQ Pages. You can then request a terminal online via the PDQ Pages.  
· IT support may be required for more technical devices and solutions, but to set up your card income device or PDQ Terminal please follow the instructions that are provided by the supplier with your PDQ terminal.  
· The device is only intended to be used at the stated work address and site address, and to ensure the security of the device and the customer’s details, under no circumstances should the device be used for card payments within a domestic location.   
· Should the device be relocated, decommissioned or replaced by the supplier following malfunction please notify the PCI Lead Officer.  
· Should you be contacted by the supplier and offered a PDQ upgrade please refer them to the PCI Lead Officer for a decision. 
· Should access be requested by a third party to access, maintain or remove the PDQ terminal, this should be validated by the line manager or the PCI Lead Officer before any access is granted.   
· Should you receive an upgrade to an EPOS till please email the PCI Lead Officer giving the following information: Make, Model, Serial number, System software name and version, Operating system and if a PDQ is directly connected to the EPOS till. This information should be provided within 14 days of the received upgrade. 
· For bespoke card solutions in use, eg point-to-point encryption solutions, the provider’s specific requirements must be complied from the point of delivery.   
· All supplier default passwords and system accounts on a terminal should be changed before it is installed on the network. 
· All local passwords should be changed each time a member of staff ceases to work for the department. 
· Unnecessary default accounts for terminals should be removed or disabled before being installed on the network. 
· Wifi should not be enabled or activated on any PDQ terminal, as this in turn would cause non-compliance to HCC’s PCI. Any queries on this should be referred to the PCI Lead Officer.  

1.3.3.2 	Terminating the use of card income device or PDQ machine 
· Should the device be relocated, decommissioned or replaced by the supplier following malfunction please notify the PCI Lead Officer  
· For bespoke card solutions that are no longer to be used, eg point-to-point encryption solutions, as well as notifying the PCI Lead Officer you will also need to satisfy the provider’s specific requirements for decommissioning.   

1.3.3.3 	Use of card income device or PDQ machine 
• 	PDQ payments should be processed for customer present transactions and for telephone payments only if there is not an online shop that can be used. Advice should first be sought from the PCI Lead Officer, for any other ‘customer not present’ requirements.     

1.3.3.4 	Customer present with card 
· When the customer is present the card should be processed through the PDQ machine according to the machine’s instructions. 
· If the PDQ machine is Contactless enabled transactions to the value of £100.00 may be processed using this method (this monetary limit could be changed in line industry standards). 
· If the transaction is successfully processed the merchant copy should be stored securely (see 1.3.6) and the customer copy given to the customer, or destroyed securely (see 1.3.9).  
· If the transaction is declined the customer should be advised immediately and given the option of paying with an alternative card. The customer copy stating that the payment was declined should be given to the customer and the merchant copy should be stored securely (see 1.3.6). 

1.3.3.5 	Customer not present with card 

1.3.3.5.1 	By Telephone 
· Where card details are provided during a telephone call the numbers must be entered directly into the PDQ machine or via the online shop (if applicable) and must not be written down or noted anywhere. A portable PDQ device should be requested if your telephone is located away from your PDQ terminal.  
· When card details are being provided in a telephone call the numbers must not be repeated back to the customer in such a way as to be audible to third parties. 
· Card details must not be recorded on a telephone answering machine or a call recording system. Please be aware that any call that is transferred from the Contact Centre will continue to be recorded until the transferred call is terminated; so if a card payment needs to be taken by such customers, then the transferred call should be terminated and the customer should then be called back so that the call is not recorded 
· If it is not possible to submit the card details immediately then a call back must be arranged. 

1.3.3.5.2 	Card details received in writing 
· Customers should be deterred from providing their cardholder details in a written format. It is not a secure method and could be intercepted prior to being received by the merchant. 
· If cardholder details are received electronically via end-user messaging technologies (see Appendix D) the transaction should be processed immediately. The customer should be advised that the transaction has been processed but any further requests should be made via a more secure method (by telephone, in person or via an online shop). You must ensure that the card details are not contained within the reply and the original request should be permanently deleted.  
· If it is not possible to process the transaction immediately the details must be stored in a secure environment such as a locked drawer or cabinet. This only applies in exceptional circumstances such as your card processing systems being temporarily unavailable.  
· Once the payment has been processed the original document showing the full payment card details must be disposed of via a secure disposal method (see 1.3.9). If the details have been received electronically the original message/ email must be deleted from the inbox and the reply permanently deleted from the relevant mailbox.  
· If it is a business requirement to retain all or part of the document, the card details must be permanently deleted from it. This can be done by detaching and cross-cut shredding the document or using permanent marker to obscure the card details. Tipex is not acceptable for PCI purposes.  
· Card details must only be used for a single payment transaction and must not be retained or stored for future use. 

1.3.3.6 	MERCHANT PAYMENT RECORDS 
· If no paper payment records are maintained, electronic transaction records and reporting may be available from the supplier provided software; if electronic transaction records and reports are used by Hampshire County Council staff, it must be ensured that any card details, including elements that are masked, truncated or scrambled, are not downloaded or retained on Hampshire County Council’s network; the PCI Lead Officer should be contacted in the event that this is not the case. The functionality and extent of use of the supplier provided software is requested as part of the new or change in card payment facility notification in 1.3.1, and will be reviewed as part of the PCI compliance approval. For electronic transaction records and reports held on supplier provided software, access must be minimised only to key Hampshire County Council staff to undertake the essential financial administration tasks, and they must be PCI trained. It must also be ensured that the supplier’s retention period at least meets the equivalent of Hampshire County Council’s required period of 18 months (see 1.3.7).  
· If the transaction is successfully processed the merchant paper copy should be stored within the till drawer or cash box for the duration of the working day. The customer copy must be given to the customer. In the event of a telephone payment the customer must be offered the opportunity to make a note of the authorisation reference for their records.  
· If the transaction is declined the customer should be advised immediately and the option of paying with an alternative card offered. The customer copy for the declined transaction should be offered to the customer and the merchant copy should be stored within the till drawer or cash box for the duration of the working day. In the event of a telephone payment the receipt can be posted to the customer or attached to and stored with the merchant copy. 
· The customer copy of the receipt should not show the full credit card number unless there is a legitimate business or legal reason to do so and it must be protected at all times from acquisition to disposal. If your terminal is printing the full details of the 16 digit PAN on the customer receipt, you need to contact the PCI Lead Officer to arrange for this to be rectified.   
· The PDQ machine transaction slips are to be reconciled to the PDQ Z report at the end of each working day. The Z report should be stored securely in line with the data retention policy for all financial records and signed by the person completing the reconciliation.  Normally the PDQ report is adequate as a cash register record and will be retained, in line with corporate policy, for the full 3 years plus current financial year.  
· When storing merchant copy receipts they must be treated as sensitive data and should be marked as confidential before being retained securely. Access to this information should be restricted to relevant staff only in line with corporate policy. 
· Merchant copies of PDQ receipts must only be kept for a rolling period of 18 months (see 1.3.7). Merchant copies that have been held for 19 months or more should be destroyed via one of the three secure methods of disposal (see 1.3.8). These should be reviewed and disposed of every quarter and the date range of each batch, when and how disposed of recorded locally.  
· If slips are retained for longer there must be a legitimate business reason for doing so and it will need to have been be agreed by the PCI Lead Officer and Finance Group Manager (see 1.3.12).  

1.3.4 	Card details taken to secure bookings / orders 
· In some cases merchants may wish to store card details in a paper format without processing them. This is commonly done for the purpose of securing bookings/ orders and held to process at a later date if payment is not made before the booking/order is received by the customer. This data is referred to as ‘preauthorisation’ data. 
· The storage of pre-authorisation data is not compliant with the PCI DSS standard. The 3 digit security code that is needed to process a customer not present transaction should never be stored. Therefore customers should either be asked to pay upfront or pay a deposit for the purpose of securing a booking or order and a separate transaction should be processed for the balance.  
· The same rules for protecting cardholder details apply to data given for this purpose, as described in the previous sections (see 1.3.3.4 and 1.3.3.5), depending on how the card details are given.  
· Records for bookings or orders should include a contact name, telephone number, amount paid, amount outstanding and the last four digits of the card’s 16 digit PAN in order to identify which card was used to pay the deposit. This will ensure that in the event of a refund that the amount to be refunded is clear and it can be refunded to the same card (see 1.3.10).  
· Should the order or booking need to be cancelled at a later date, deposits can be refunded using the 16 digit PAN only. This can be obtained by contacting the customer, and the details must be destroyed as soon as the refund has been made.  
 
1.3.5 	Invoice payments 
· Invoice payments for HCC and OCC via credit or debit card should only be accepted through the online invoice e-payments system, the automated payments line, or by tpayments via the secure payments line with a Cash (SS) agent. The Contact Centre system is secure and requires the customer to enter their details into their telephone keypad. Only in exceptional circumstances should a customer be referred to the Cash (SS) team for the card to be processed manually via a PDQ terminal.   
· On completion of a successful invoice payment using either e-payments, automated payments or t-payments system, an automatic email payment confirmation can be generated and be sent to the customer if required, providing an email address has been entered. (An e-mail address is only mandatory for e-payments). This is the only finance confirmation document that will be received by the customer for the payment; the payment reference can be provided verbally as confirmation for t-payments. 
· In the rare circumstance that a customer is unable to use their telephone keypad to input their card details, an arrangement can be made with trained staff from the Cash (SS) team to call out to the customer to take the payment on the PDQ machine (held for contingency purposes only); the required standards for taking payment by phone in 1.3.3.5.1 must be applied. The terminals are held securely and checked by the Banking team. 
· When card details are being provided in a telephone call the numbers must not be repeated back to the customer in such a way as to be audible to third parties. 
· Payment card details must not be recorded on a telephone answering machine or a call recording system. 
· If a customer’s payment has been unsuccessful or declined the customer should contact their card provider. The most common reason for a declined transaction is either the card provider suspecting the transaction may be fraudulent or insufficient funds in the card holder’s account. The County Council uses additional software to minimise any fraudulent activity.  
· If a customer faces difficulty in making an e-payment staff can process the invoice payment using the t-payments system if necessary. If there is a fault with the epayments system (which would also prevent the t-payment being accepted) then the IT helpdesk must be informed immediately. 
· If the payment cannot be made due to a problem with the e-payments system the customer should provide a contact number so that they can be advised when the issue has been resolved. Card details must not be written down for a future invoice payment attempt. 
· For all payments processed through the e-payments and t-payments system no card details are retained or can be accessed by the County Council. 
 
1.3.6 	Secure telephone payments 
· Contact Centre agents accept card payments for registration certificates, waste permits and customer invoices. 
· Staff processing payments should follow the agreed scripting provided on screen throughout their telephone conversation. 
· No member of staff can manually input card details. If an issue with the secure telephone payment system is identified, customers will need to be asked to call back later and try the transaction again or be directed to the appropriate online page. Card details must not be written down for any reason.  
· Any issues identified with the secure telephone systems must be reported to your Line Manager immediately, and the issue should be raised with IT to ensure that the payments facility is fixed as soon as possible.  
· On completion of a successful payment the system used can automatically generate an email payment confirmation and send it to the customer, if required. This is the only finance confirmation document that will be received by the customer for the payment and a note will be generated to sit on the call record. 
· If a payment has been unsuccessful the customer should be asked whether they are sure that they have input their details correctly. If they feel they may have made a mistake they should be offered the opportunity to try the payment again. 
· If their card is unsuccessful again or is declined the customer should be advised to contact their card provider. The most common reasons for a declined transaction are the card provider suspecting the transaction may be fraudulent or insufficient funds in the card holder’s account. The option of paying with an alternative card should then be offered. The County Council uses additional software to minimise any fraudulent activity. 
· No payment card data is retained or can be accessed by the County Council for payments processed through the Contact Centre. 

1.3.7 	Storage of cardholder data 
· Sensitive authentication data such as the PIN number or the 3 digit security code must never be stored. 
· The 16 digit PAN can only be stored providing there is a legitimate business or legal reason to do so and it must be protected at all times from acquisition to disposal. If your terminal is printing the full details of the 16 digit PAN on the customer receipt, you need to contact the PCI Lead Officer to arrange for this to be rectified.   
· Electronic storage of card details in any format (email, access databases, excel spreadsheets, pen drives, etc.) is a breach the PCI DSS regulations and effectively makes the County Council non-compliant. The most common method used by fraudsters to access card details is by hacking into computers that store cardholder details. A breach could result in fines from Visa and MasterCard. The County Council uses additional software to minimise any fraudulent activity. 
· If you believe there is a legitimate business need for you to store cardholder details you must contact the PCI Lead Officer and Finance Group Manager (see 1.3.12) to discuss your reasons. If your need is legitimate and no alternative can be found then an electronic storage facility will be made available in the County Council’s PCI secure network and suitable access controls will be enforced.  
· Safe and secure storage is defined as: 
· Within a safe or strong room and is the preferred method
· Within a locked cash box located in a secure office or physical location
· Within a locked drawer or filing cabinet located in a secure office or physical location 
All of these must be sited within a locked room providing a secondary security barrier. Keeping a locked cash box in an open or occasionally unattended office or an area entered by the public/ other users of the building is not sufficient.  
· A log of access to any stored records containing cardholder details must be maintained and kept for at least three months and physical keys must be accounted for at all times. 
· Paper merchant copies of PDQ receipts must be retained by the County Council and its merchants for a rolling period of 18 months only. This is the period recommended by the merchant banks as the client is able to challenge payments made for 18 months after the transaction date. Receipts retained must be stored in a secure environment and reviewed at least quarterly. Receipts that have been held for 19 months or more should be destroyed via a secure disposal method (see 1.3.9).  Your departmental financial data retention policy may be different to this but it does not apply to the retention of merchant copies of PDQ receipts. 
· If physical access to cardholder details is restricted via a door code the code should be changed periodically. The frequency should be determined having regard for the risk of the code being observed. The code must always be changed after a member of staff who knew the code has left employment. 
· Physical security of cardholder details must be strengthened by requiring staff to always wear an ID badge or name badge in a visible position or a uniform when in work.  This allows for easy identification of non staff if they are in areas where cardholder details are handled or stored.  
· A visitors log or register should be maintained of all non staff entering areas where cardholder details could be accessed. Non staff visiting an area where cardholder details are stored must be supervised by their host. These records should be retained for a minimum of 3 months. 
 
1.3.8 	Transport of documents containing cardholder details 
· Cardholder details should not normally be transported between locations. However if this is for a legitimate business reason and is unavoidable then extra care must be taken to ensure cardholder details are not put at risk during transportation. 
· Whilst travelling employees should keep cardholder data in their possession at all times. It should be kept out of sight and should not be left unattended at any time (e.g. luggage rack of a train). Luggage containing cardholder data should not be checked into a baggage hold or a cloakroom and if travelling by car it must be locked in an enclosed boot. 
· Documents must be transported in a sealed package to minimise the risk that some documents containing cardholder details escape. This should be marked as confidential. 
· Documents containing cardholder details must not be stored outside a secure office or approved location overnight. It is only acceptable to transport details from one location to another for a legitimate business reason.  
· Staff must not dispose of anything containing cardholder details whilst at home or whilst travelling. Documents containing cardholder details must always be returned to the workplace where it can be disposed of securely using the procedures in place. 

1.3.9 	Disposal of documents containing cardholder details 
· You must dispose of all documents containing cardholder details via one of the three methods stated in the PCI DSS: 
· Cross-cut shredding (into small confetti like pieces)
· Burnt or incinerated
· Pulped 
· If documents containing cardholder details are to be collected and disposed of by an external company you must ensure that they remain protected. This includes restricting access by other Council staff that do not have a legitimate need.   
· Certificates of Destruction should be obtained from the external company 

1.3.10 	Refunds 

1.3.10.1 	Card verification  
· Refunds must be approved by the budget holder in all cases, and card refunds must be processed back onto the source card from which the original transaction was authorised.  
· If the source card is unavailable because the customer has received a replacement card take reasonable steps to make sure you refund to the original account. Check that the start date of the new card is after the purchase date and ask them for proof of identity.  
· If the source card has expired, you should still make the refund back to it, letting your customer know that they need to contact their card issuer to arrange for the funds to be received. Please note: you could be subject to a chargeback if a refund is not made to the original card used for the purchase.  
 
1.3.10.2 	Online refunds 
· Online payment refunds for Certificates and Hantsweb shop can only be paid directly through the Worldpay gateway, so requests must be made to the Banking team.  
· Refunds for all other purchases made through the e-payments system, eg Tucasi, need to be actioned directly by the establishment to whom the payment was made. You should ask to see the customers’ confirmation of payment before actioning a refund. 
1.3.10.3 	PDQ refunds 
· PDQ refunds on the static terminals will require to be authorised using a Supervisor Card and the mobile terminals will require an Authorisation Code. The card or code must be kept securely at all times by an authorised person and must not be loaned or shared. 
· The refund should then be processed through the PDQ machine.  

1.3.11 	Compliance and Monitoring 
· Hampshire County Council must ensure that only PCI compliant suppliers are used, and as a minimum will undertake annual checks on all known relevant suppliers. 
· All card processing activities of the County Council must comply with the PCI DSS. No activity or technology may obstruct compliance with the PCI DSS. 
· All staff taking card payments or with access to cardholder details must adhere to this Policy to minimise the risk to both customers and the County Council. Failure to comply will render the County Council liable for fines and may also result in Visa and/or MasterCard preventing transactions from being processed. Where a noncompliance is identified or reported, this will be escalated to the relevant line manager of the site, and their response and actions will be reported to the Group Finance Manager and Head of Shared Services to determine if the facility should be removed with immediate effect. Non-compliance would greatly reduce public confidence in the County Council. 
· Any reported non-compliance will be escalated to Senior Management, for the decision to be made of whether the facility for taking credit card payments will be removed from that site.  
· All staff involved in taking card payments or requiring access to cardholder details for legitimate business reasons are expected to annually revisit and update themselves on this Policy, and to complete the required PCI training. Reminders will be issued to PCI Officers who will be required to ensure that existing staff have completed this. New staff should be educated on the policy as part of their induction process.  
· Regular checks will be conducted to identify threats and vulnerabilities that could result in a formal risk assessment. 
· The County Council may screen potential employees to minimize the risk of security breaches from internal sources in line with the principles of the General Data Protection Regulation (GDPR). This mandates that the County Council takes steps to establish the trustworthiness and reliability of staff having access to personal data.  
· If you have difficulties implementing or complying with any aspect of this policy you must contact the PCI Lead Officer (see section 1.3.12). 

1.3.12 	Data security breach 
A flow diagram of the reporting procedure can be found in Appendix A.  
· In the event of an actual or suspected breach cardholder data must be protected. If online systems become or are suspected of becoming compromised staff should leave them switched on but disconnect all network cables. 
· If you use a PDQ terminal or any other credit card device and you suspect that it has been tampered with (such as an unexpected visit from an engineer or the device looks different) stop using it immediately.  
· If you use a bespoke card solution, eg point-to-point encryption solutions, in the event of any incident or breach you must notify the PCI Lead Officer, as well as comply with the specific requirements from your provider.  
· For actual or suspected data breaches involving cardholder information you should inform your line manager and your PCI Officer immediately.  Your PCI Officer will then inform the PCI Lead Officer quoting your Merchant ID (MID) number.   
· Alternatively if your line manager or PCI Officer are not available or you suspect them to be involved in the breach you can contact the PCI Lead Officer directly: 
 
	PCI Lead Officer 
	Dalia Bonney 
	pdqpci@hants.gov.uk 


 
· The PCI Lead Officer will then contact the relevant external and internal parties to ensure card processing is suspended immediately if necessary.  

1.3.13 	Internal points of contact 
 
	Group Manager Finance (IBC) 
	Shelley George 
	shelley.george@hants.gov.uk 

	PCI Lead Officer 
	Dalia Bonney 
	pdqpci@hants.gov.uk 

	OTC Banking Manager 
	Sarah Allen  
	sarah.allen@hants.gov.uk  

	Head of Risk and Information Governance 
	Peter Andrews 
	peter.andrews@hants.gov.uk 

	IT Security Manager 
	IT Help Desk 
	ithelp@hants.gov.uk 

	Policy and Governance 
	Nick Barrett 
	Nick.barrett@hants.gov.uk 


  
· Should the PCI Lead Officer not be available the Group Manager Finance (IBC) can be informed directly: 
 
	Group Manager Finance (IBC) 
	Shelley George 
	shelley.george@hants.gov.uk 


 
· It shall then be the responsibility of the Finance Group Manager to adopt the formal IBC reporting procedure for reporting a breach as set out in Appendix A. 


2 Policy Context 

This document forms part of the Hampshire County Council Operating Model. It supports the overall security objectives and PCI compliance of the Council. 

2.1 Policy audience 
This policy applies to all HCC employees including temporary staff, sub-contractors, contractors and third parties with access to HCC information and information systems and services. This includes, but is not limited to: Council employees, County Councilors, agency and external contractors, employees of partner organisations, consultants and voluntary workers (referred to as ‘users’). This policy only applies to the processes undertaken by Hampshire County Council for its own undertaking and as part of agreed shared service arrangements.  

2.2 Review timetable 
This policy will be appraised on an ongoing basis by the Finance Group Manager (IBC) and reviewed to an agreed schedule by the PCI Board on behalf of the Corporate Services Department. 
 
2.3 Errors 
Any errors found in this document should be reported immediately to the document owners. 
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Appendix A Diagram for reporting an actual or suspected security breach of cardholder data  
 
 

 
Should one of the contacts in the chain not be available go directly to the next in line in the procedure. Even if an incident is not considered to be serious it should always be reported as it may be part of a wider problem or trend. 

Appendix B Responsibilities of the PCI Officer 
 
1. Read this PCI DSS Card Payment Policy annually and advise your staff of any updates or changes. Contact the PCI Lead Officer immediately if you consider your site to be non-compliant in any way. 
 
2. Complete the PCI e-learning course for PCI Officers when prompted by email. 
 
3. Ensure all staff who process card payments or have access to records containing card holder data are trained in PCI compliance at their induction and retrained annually using the PCI course available from the Learning Zone (through Staff services from the main Hantsnet screen). 
 
4. Keep a training log for all staff that process card payments or have access to records containing card holder data showing full name and date of training. 
 
5. Ensure any local passwords are changed each time a member of staff who processes or who has access to card payment ceases to work for the department. 
 
6. Check the PDQ machine and other transactional equipment daily to detect tampering or substitution. This should include checking the supplier’s serial number on the bottom of the machine against the number recorded in the incident log, as well as meeting the specific requirements for bespoke card solutions in use, eg point-to-point encryption solutions. Ensure that all staff that process payments are made aware that this check is made daily, why and how to detect suspicious behaviour or potential tampering. 
 
7. Keep an incident log by the transaction terminal to record any actual or suspected breach of cardholder data, as well as meeting the specific requirements in the event of any incident or breach for bespoke card solutions in use, eg point-to-point encryption solutions. The Merchant ID (MID), site name and contact details for the local PCI Officer should be recorded for easy reference.  The log should also include the IBC procedure for reporting a breach, point of contact information and the supplier’s serial number from the supplier’s tag on the back of the machine. 
 
8. Ensure all staff that process card payments have access to the incident log and are aware that the points of contact information and procedure for reporting an actual or suspected security breach are included in it. 
 
9. Ensure all retained merchant receipts/ card holder data are held securely and reviewed at least quarterly and is destroyed if has been held for 19 months or more. 
 
10. Respond promptly to requests for information from the IBC relating to PCI compliance. 
 
11. Nominate a replacement PCI Officer upon leaving post and advise the PCI Lead Officer accordingly. 
 
12. Only order new equipment through the PCI Lead Officer by using the online PDQ request form via the link below: PDQ Pages  
 
13. Inform the PCI Lead Officer of changes to, relocation and/  or decommissioning of equipment  

Appendix C Responsibilities of the PCI Lead Officer 
 
1. Maintain and update this Policy document as necessary and review annually. Recirculate to all nominated PCI Officers on the PCI DSS Merchant Master spreadsheet if the requirements change and after the annual review with a request that the content is read and adhered to. 
 
2. Ensure that any breach/ suspected breaches are recorded and that the procedure for reporting to relevant internal and external parties is followed. 
 
3. Ensure that the procedure for reporting a breach/ suspected breach is tested annually and that any changes made and circulated immediately. 
 
4. Liaise with internal parties to ensure that PCI compliance requirements are adhered to and any new requirements met. 
 
5. Circulate a PCI Compliance Questionnaire annually to all PCI Officers to capture current information on devices, location of devices, retention of merchant receipts and local training logs. 
 
6. Update the PCI DSS Merchant Master Spreadsheet to ensure all information on devices and location of devices is current and correct. 
 
7. Confirm potential suppliers/ service provider’s PCI compliance status and request evidence prior to engagement. 
 
8. Confirm existing suppliers/ service provider’s PCI compliance status and request evidence annually. 
 
9. Monitor the PCI e-learning course site to ensure that any changes to PCI DSS have been included.  
 
10. Ensure that the PCI Officers complete the PCI e-learning course at induction with a subsequent annual update and that the respective completion date is recorded on the PCI training log. 
 
11. Arrange for regular checks to be conducted to identify threats and vulnerabilities that could result in a formal risk assessment. 
 
12. Ensure all stored card holder data is reviewed at least quarterly and is destroyed if has been held for 19 months or more. 
 
13. Provide advice to potential outlets with regard to the PCI DSS policy and preferred order, relocate and decommission process for terminals. 

Appendix D Document History & Glossary 
	Governance 
	Ownership 

	PCI Board 
	Corporate Services 



Amendment record 
	No. 
	Date 
	By 
	Status 
	Description 

	1.1 
	29.11.16 
	BCM 
	Draft 
	First Draft 

	1.2 
	05.05.18 
06.07.18 
	SA 
	Final 
	First Draft to BM and to to PCI Board 
Final draft to PCI Board members 

	1.3 
	06.09.19 
	SA 
	Draft 
	Draft to PCI Board members 

	1.4 
	18.10.19 
	SA 
	Final 
	Published on Hantsnet 

	1.5 
	11.05.20 
21.10.20 
28.10.20 
	SA 
	Draft 
	First Draft discussed at PCI Board 
Draft issued to PCI Board members 
Final draft issued to PCI Board members 

	1.6 
	11.11.20 
	SA 
	Final 
	Published on Hantsnet 

	1.7 
	28.10.21 
17.11.21 
	DB 
	Draft 
	Draft issued to PCI Board and discussed at PCI Board 
Final draft issued to PCI Board members 



Glossary of Terms 
	End-user messaging technologies 
	Email, real time messaging tools i.e. MSN and 
Facebook, internal forums or wiki’s 

	Cardholder details 
	16 digit PAN, service code, expiry date, cardholder name 

	Cardholder data 
	16 digit PAN, service code, expiry date, cardholder name and sensitive authentication data 

	Sensitive Authentication data 
	PIN/ PIN block, 3 or 4 digit security code (CVC2/ CVV2/CID), full magnetic stripe 

	Pre-authorisation data 
	Cardholder data that has not been processed 

	PCI DSS 
	Payment Card Industry Data Security Standards 

	PSP 
	Payment Service Provider (i.e. Worldpay) 

	SAQ 
	Self Assessment Questionnaire 

	PDQ 
	Process Data Quickly 

	CVV 
	Card Verification Value (3 digit code on back of card) 

	CVC 
	Card Verification Code (3 digit code on back of card) 

	PAN 
	Primary Account Number (16 digit number on the front of the card) 

	e-payments 
	Electronic Payments 

	t-payments 
	Telephone Payments 
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