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This E-Safety policy should be read in conjunction with the following related policies and documents:

Computing policy; Safeguarding policy; Behaviour Policy (which includes Anti-bullying); Child Protection policy; Data protection policy; PSHE policy; Staff handbook; Induction policy and job descriptions.
E-Safety Policy

The purpose of this policy is to:

· ensure the safety and wellbeing of children and young people is paramount when adults, young people or children are using the internet, social media or mobile devices.
· provide staff and volunteers with the overarching principles that guide our approach to online safety.
· ensure that, as an organisation, we operate in line with our values and within the law in terms of how we use online devices.
E-Safety encompasses Internet technologies and electronic communications such as mobile phones and other wireless technology. It highlights the need to educate children and young people about the benefits and risks of using technology and provides safeguards and awareness for users to enable them to manage their online experiences.
The school’s E-Safety policy will operate in conjunction with other policies including those for Pupil Behaviour, Bullying, Curriculum, Data Protection and Security.

This policy applies to all members of the school (including staff, pupils, volunteers, parents / carers, visitors and community users) who have access to and are users of school ICT systems, both in and out of the school.

The Education and Inspections Act 2006 empowers Headteachers to such extent as is reasonable, to regulate the behaviour of students / pupils when they are off school site and empowers members of staff to impose disciplinary penalties for inappropriate behaviour. This is pertinent to incidents of cyber-bullying or other Online Safety incidents covered by this policy, which may take place outside of school but is linked to membership of the school. The 2011 Education Act increased these powers with regard to the searching for and of electronic devices and the deletion of data. In the case of both acts, action can only be taken over issues covered by the published Behaviour Policy. 

The school will deal with such incidents within this policy and associated behaviour and anti-bullying policies and will, where known, inform parents / carers of incidents of inappropriate online safety behaviour that take place out of school.

Effective Practice
E-Safety depends on effective practice at a number of levels:

· Responsible ICT use by all staff and pupils; encouraged by education and made explicit through published policies.

· Sound implementation of E-Safety policy in both administration and curriculum, including secure school network design and use.

· Safe and secure broadband including the effective management of content filtering.

· Evidence of cyber bullying or inappropriate content will be preserved and shared with the leadership team who will follow up accordingly.

Roles and Responsibilities

Head teacher

The Head teacher has a duty of care for ensuring the safety (including E-Safety) of members of the school community and must be aware of the procedures to be followed in the event of a serious E-Safety allegation being made against a member of staff. The head teacher:

· Takes day to day responsibility for E-Safety issues and has a leading role in establishing and reviewing the school E-Safety policies / documents; 
· Ensures that all staff are aware of the procedures that need to be followed in the event of an E-Safety incident taking place;
· Provides training and advice for staff;
· Liaises with the Local Authority;

· Liaises with school technical staff.
Designated Safeguarding Lead – DSL (and deputy DSLs)
The designated safeguarding lead(s) should be trained in E-Safety issues and be aware of the potential for serious child protection / safeguarding issues to arise from: 

· sharing of personal data
· access to illegal / inappropriate materials 

· inappropriate on-line contact with adults / strangers 

· potential or actual incidents of grooming 

· cyber-bullying 

· knowledge and monitoring of filtering  

· taking / using personal images without consent

Governors 
Governors are responsible for the approval of the E-Safety Policy and for reviewing the effectiveness of the policy. Governors should take part in E-Safety training / awareness sessions, with particular importance for those who are members of any committee involved in technology / E-Safety / health and safety / child protection. This may be offered in a number of ways: 

· Attendance at training provided by the Local Authority / National Governors Association.
· Participation in school training / information sessions for staff or parents.
· Ongoing safeguarding monitoring.
Teaching and Support Staff 
Teaching and support staff are responsible for ensuring that: 

· They have an up to date awareness of E-Safety matters and of the current school E-Safety policy and practices; 

· They report any suspected misuse or problem to the Head teacher for investigation.
· All digital communications with pupils / parents / carers are on a professional level.
· Good practice in E-Safety is taught in all relevant aspects of the curriculum and other activities
· Pupils are guided to sites checked as suitable for their use and that processes are in place for dealing with any unsuitable material that is found in internet searches.
· All staff must read the Acceptable Use of ICT (Appendix A)
· If staff or pupils discover unsuitable sites, the URL (address), time, content is reported to the helpdesk via the E-Safety coordinator or network manager.
· The use of Internet derived materials by pupils and staff complies with copyright law. 
· Pupils are taught to be critically aware of the materials they are shown and how to validate information before accepting its accuracy. 
· Staff and pupils must be aware that no search engine or filtering tool is ever completely safe.
· Appropriate supervision, use of safe search tools, pre checks of search terms, age appropriate education for pupils and robust classroom management must be in place.
Technical Staff / Network managers (Drift)
The Technical Staff are responsible for ensuring: 

· That the school’s technical infrastructure is secure and is not open to misuse or malicious attack.
· That the school meets required E-Safety technical requirements and any Local Authority E-Safety Policy / Guidance that may apply. 
· That users may only access the networks and devices through a properly enforced password protection policy.
· That they keep up to date with E-Safety technical information in order to effectively carry out their E-Safety role and to inform and update others as relevant.
· There will be frequent reviews and audits of the safety and security of school technical systems.
· Servers, wireless systems and cabling must be securely located and physical access restricted. 
· All users are provided with a username and secure password by the ICT Technician who will keep an up to date record of users and their usernames.
· The “master / administrator” passwords for the school ICT system, used by the Network Manager (or other person) must also be available to the Headteacher or other nominated senior leader and kept in a secure place.
· Internet access is filtered for all users.
· An appropriate system is in place for users to report any actual / potential technical incident / security breach to the relevant person.
· Appropriate security measures are in place to protect the servers, firewalls, routers, wireless systems, work stations, mobile devices etc from accidental or malicious attempts which might threaten the security of the school systems and data. These are tested frequently. The school infrastructure and individual workstations are protected by up to date virus software. 
· An agreed protocol within the ICT policy is in place for the provision of temporary access of “guests” (eg trainee teachers, supply teachers, visitors) onto the school systems. 

Online Risks

Keeping Children Safe in Education refers to the risks to children from the ‘4 Cs’ which staff should be familiar with. They are Content, Contact, Conduct and Commerce.  

· CONTENT: being exposed to illegal, inappropriate, or harmful content, for example: pornography, fake news, racism, misogyny, self-harm, suicide, anti-Semitism, radicalisation, and extremism. 

· CONTACT: being subjected to harmful online interaction with other users; for example: child-on-child abuse, commercial advertising and adults posing as children or young adults with the intention to groom or exploit them for sexual, criminal, financial or other purposes. 

· CONDUCT: online behaviour that increases the likelihood of, or causes, harm; for example, making, sending and receiving explicit images (e.g. consensual and non-consensual sharing of nudes and semi-nudes and/or pornography, sharing other explicit images and online bullying).

· COMMERCE: risks such as online gambling, inappropriate advertising, phishing and or financial scams. 

Threat from Cyber attack
Cyber threats include malicious software execution resulting in:

· outages

· data loss

· costs incurred to recover associated data and access to the system

We ensure, through our Technical Staff that:

· all software and devices have security patches applied frequently, including anti-virus.

· the network is securely configured,

· there are regular data backups, these are stored independently and/or appropriately protected

· a retrieval plan is in place

Parents / carers / pupils

The school will seek opportunities to help parents understand E-Safety issues e.g. (through parents’ evenings, newsletters, letters and the school website). Information about local and national E-Safety campaigns / literature will be shared with parents. Parents and carers will be encouraged to support the school in promoting good E-Safety practice and to follow guidelines on the appropriate use of:

· Digital and video images at school events
· Access to parents’ sections of the website / MS TEAMS and on-line pupil records

The parents are responsible for ensuring
· Their chilldren’s safety when using the devices online outside of school.

· That their children understand the need to use the internet / wireless devices in an appropriate way outside of school. 

· They read information provided by the school about issues related to E-Safety

· To sign and return a consent form for pupils to access the internet under supervision when at school. 

· That they support the school promoting good E-Safety practice and to follow guidelines on the appropriate use of digital and video images taken at school events

Pupils are responsible for ensuring

· They are responsible for using the school digital technology systems in accordance with the School rules for responsible internet use : Pupils will be asked to sign and return a consent form for pupil access;
· They avoid plagiarism and uphold copyright regulations;
· They report abuse, misuse or access to inappropriate materials and know how to do so;
· They should also know and understand policies on the taking / use of images and on cyber- bullying;
· They understand the importance of adopting good E-Safety practice when using digital technologies out of school and realise that the school’s E-Safety Policy covers their actions out of school, if related to their membership of the school.
E-Safety Education 

Staff should reinforce E-Safety messages across relevant areas of the curriculum. The E-Safety curriculum should be broad, relevant and provide progression, with opportunities for creative activities and will be provided in the following ways: 

· A planned E-Safety curriculum should be provided as part of Computing / PHSE / other lessons and should be regularly revisited. 
· Pupils should be helped to adopt safe and responsible use both within and outside school.
· Staff should act as good role models in their use of digital technologies the internet and mobile devices.
· Pupils will be guided to sites checked as suitable for their use and that processes are in place for dealing with any unsuitable material that is found in internet searches. 
· Where pupils are allowed to freely search the internet, staff should be vigilant in monitoring the content of the websites they visit. 

Materials provided by the following organisations will be used to teach children how to stay safe on-line: 

· thinkuknow.co.uk – provided by CEOP the Child Exploitation and Online Protection Service 
· childnet.com – which is linked to the UK safer internet centre 

· nspcc.org.uk – who also provide online safety advice for parents 

· nationalcollege.com/ - who publish the National Online Safety Resources

Education & Training 
Staff

It is essential that all staff receive E-Safety training and understand their responsibilities, as outlined in this policy. Training will be offered as follows: 

· A planned programme of formal E-Safety training will be made available to staff. This will be regularly updated and reinforced. An audit of the E-Safety training needs of all staff will be carried out regularly, through the school CPD Programme. 
· All new staff should receive E-Safety training as part of their induction programme, ensuring that they fully understand the school E-Safety policy and Acceptable Use Agreement. 
· This E-Safety policy and its updates will be presented to staff who will have the opportunity to provide feedback.
Governors
Governors should take part in E-Safety training / awareness sessions, with particular importance for those who are members of any subcommittee / group involved in technology / E-Safety / health and safety / child protection. This may be offered in a number of ways: 
· Attendance at training provided by the Local Authority / National Governors Association / or other relevant organisation (eg SWGfL)

· Online / remote training provided by the Local Authority and other suitable third-party providers

School-Based Internet Access 

The school’s Internet connection is intended primarily for educational use. There is no right for staff to use the Internet for private use and access can be withdrawn at any time. Where staff members are permitted access via the school’s Internet connection:

· the school is not liable for any financial or material loss to an individual user in accessing the Internet for personal use;
· the school will monitor Internet and email use by electronic means, and staff cannot expect privacy when using the school’s Internet facility;

· personal Internet search histories and the content of emails sent for personal use will be accessed by staff only according to the Council’s Intranet and Email Monitoring Policy and School’s disciplinary procedures, and only then when a legitimate concern has been raised by monitoring processes, legitimate concerns expressed by a colleague, or some other legitimate and objective complaint or incident;

· electronic correspondence will only be intercepted in exceptional circumstances

· users are not permitted to access, display or download from Internet sites that hold offensive material

· offensive material includes, but is not restricted to, hostile text or images relating to gender, ethnicity, race, sex, sexual orientation, religious or political convictions and disability. The school is the final arbiter on what is or is not offensive material or what is not acceptable, permissible or excessive use of the Internet – staff concerned about this should refrain from using the Internet for private matters; 
· Staff members who accidently or unintentionally access a site containing any prohibited content must leave the site immediately and inform the Senior Leadership Team. Genuine mistakes and accidents will not be treated as breach of this policy;

· Staff members are not permitted to alter or tamper with their PC Internet settings for the purpose of bypassing or attempting to bypass filtering and monitoring procedures unless they have been given express permission to do so by the Headteacher;

· Users must not create, download, upload or transmit material that is designed or would be likely to annoy, harass, bully, inconvenience or cause anxiety to others;

· Users must not create, download, upload or transmit any unsolicited commercial or bulk web mail, chain letters or advertisements;

· Staff members may not download software from any source without approval;

Email 

The school’s email service may be regarded as safe and secure and is monitored. Users should be aware that email communications can be monitored. 

· Users must immediately report, to the nominated person – in accordance with the school the receipt of any communication that makes them feel uncomfortable, is offensive, discriminatory, threatening or bullying in nature and must not respond to any such communication.) 

· Any digital communication between staff and parents / carers must be professional in tone and content. These communications may only take place on school systems. Personal email addresses, text messaging or social media must not be used for these communications
· E-mail sent to external organisations should be written carefully and authorised before sending, in the same way as a letter written on school headed paper. Staff need to be made aware that these emails are not private and can be monitored.

· Personal information should not be posted on the school website and only official email addresses should be used to identify members of staff. 

· Professionals must ensure that their use of any email at work always compiles with data protection legislation. Any breach of data must be reported immediately to the Data Protection Officer. 
· Staff must not share material that is defamatory or derogatory.
· Staff members must not use the Internet or social media if doing so could pose a risk (e.g. financial or reputational) to the school, its staff or services or where they do not have the approval from the Senior Leadership Team.

· Staff must notify the Senior Leadership Team immediately if they consider that content posted via any information and communications technology, conflicts with their role in the school.
· All pupils are provided with their own school email address which allows them to access Microsoft products
Teams guidance
· All pupils will be taught how to log on to their Teams account.

· Pupils and parents all agree to the Outlook 365 agreement (Appendix C)
· Pupils will only use the Playground chat function to talk to pupils in their year group. This chat can be read by staff members at any time and pupils are aware this will be disabled if any inappropriate use occurs

· Pupils will communicate with their teachers through the I need help chat, this is only for work related discussion and support
In the event of Home-learning being required for a whole cohort: 

(This should be read alongside the Remote Education Provision Document, the Office 365 agreement and the Computing policy)

· Wherever possible pupils will be provided with computer access.
· Teachers will provide an hour of maths, an hour of English and an hour of foundation subject learning each day.
· Teachers will provide a daily briefing for pupils, this will include a clear explanation of the work required.
· Teachers will provide timely feedback to all pupils.
· Parents should monitor children’s use of social media and gaming to ensure E safety for pupils whilst they are working from home. 

Filtering and Monitoring 

(This should be read alongside the DfE’s guidance ‘Meeting digital and technology standards in schools and colleges’) Governing bodies and proprietors have overall strategic responsibility for filtering and monitoring and need assurance that the standards are being met. 

To do this, they should identify and assign: 

· a member of the senior leadership team and a governor, to be responsible for ensuring these standards are met

· the roles and responsibilities of staff and third parties, for example, external service providers 

The senior leadership team are responsible for:

· procuring filtering and monitoring systems

· documenting decisions on what is blocked or allowed and why

· reviewing the effectiveness of your provision

· overseeing reports

They are also responsible for making sure that all staff: 

· understand their role

· are appropriately trained 

· follow policies, processes and procedures

· act on reports and concerns

The DSL should take lead responsibility for safeguarding and online safety, which could include overseeing and acting on:

· filtering and monitoring reports

· safeguarding concerns

· checks to filtering and monitoring systems

The IT service provider should have technical responsibility for:

· maintaining filtering and monitoring systems

· providing filtering and monitoring reports

· completing actions following concerns or checks to systems

The IT service provider should work with the senior leadership team and DSL to:

· procure systems

· identify risk

· carry out reviews 

· carry out checks

Senior leaders should work closely with governors or proprietors, the designated safeguarding lead (DSL) and IT service providers in all aspects of filtering and monitoring. Day to day management of filtering and monitoring systems requires the specialist knowledge of both safeguarding and IT staff to be effective. For filtering and monitoring to be effective it must meet the needs of pupils and staff, and reflect specific use of technology while minimising potential harms.

The filtering and monitoring provision should be reviewed at least annually.  Governing bodies and proprietors have overall strategic responsibility and they should make sure that filtering and monitoring provision is reviewed, which can be part of a wider online safety review, at least annually.  The review should be conducted by members of the senior leadership team, the designated safeguarding lead (DSL), and the IT service provider and involve the responsible governor. The results of the online safety review should be recorded for reference and made available to those entitled to inspect that information. 
The South West Grid for Learning’s (SWGfL) testing tool can be used check that the filtering system is blocking access to: 

· illegal child sexual abuse material 

· unlawful terrorist content

· adult content

Pupils’ use of personal devices and mobile phones 

There is an expectation that mobile devices are not to be seen during the school day. Please see the school’s Mobile Phone policy.
If there is suspicion that material on a pupil’s personal device or mobile phone may be illegal or may provide evidence relating to a criminal offence then the device will be handed over to the police for further investigation. 

Staff use of personal devices and mobile phones 

· Personal mobile phones or devices may be used during teaching periods for matters related to school e.g. CPOMS / Email etc . 

· Staff will ensure that any content brought on site via mobile phones and personal devices are compatible with their professional role and expectations. 

· If a member of staff breaches the school/setting policy then disciplinary action will be taken.
· If a member of staff is thought to have illegal content saved or stored on a mobile phone or personal device or have committed a criminal offence then the police will be contacted. 

· Any allegations against members of staff involving personal use of mobile phone or devices will be responded to following the school/settings allegations management policy. 

· Mobile phones should not be used for personal use during lessons or other times when a member of staff is responsible for supervising children. 
· If there is an urgent need to accept a personal call, staff need to ensure the children are supervised by an adult before accepting / returning the call. For safeguarding reasons, video calls are not appropriate in any part of school where children are present. 
· Photos taken on mobile phones must be deleted immediately they have been uploaded on to the server and removed from cloud servers.

Use of digital and video images
Staff, parents / carers and pupils need to be aware of the risks associated with publishing digital images on the internet. The school will inform and educate users about these risks and will implement policies to reduce the likelihood of the potential for harm. 

· In accordance with guidance from the Information Commissioner’s Office, parents / carers are welcome to take videos and digital images of their children at school events for their own personal use (as such use in not covered by the Data Protection Act). To respect everyone’s privacy and in some cases protection, these images should not be published on social networking sites, nor should parents / carers comment on any activities involving other pupils in the digital / video images. 
· Staff and volunteers are allowed to take digital / video images to support educational aims, but must follow school policies concerning the sharing, distribution and publication of those images. Those images should be saved on the server and deleted from devices.
· Photographs published on the website, or elsewhere that include pupils will be only from those whose parents have signed the agreement. 
· Pupils’ full names will not be used anywhere on a website, particularly in association with photographs. 
· Written permission from parents or carers will be obtained before images are used.
Managing Emerging Technologies 

· Emerging technologies will be examined for educational benefit and a risk assessment will be carried out before use in school is allowed. 
Published Content and the School Web Site  

The contact details on the Web site should be the school address, e-mail and telephone number. Staff or pupils personal information will not be published. The E-Safety co-ordinator and Headteacher will take overall editorial responsibility and ensure that content is accurate and appropriate.
Publishing Pupils' Images and Work 

When pupils start at the school, parents are requested to complete a parent agreement to consent to the publication of their child’s photograph and or work on the school website.

· Photographs that include pupils will be selected carefully and will not enable individual pupils to be clearly identified without permission.
· Pupils' full names will not be used anywhere on the Web site or Blog, particularly in association with photographs.
· Written permission from parents or carers will be obtained before photographs of pupils are published on the school Web site.
· Work can only be published with the permission of the pupil and parents.
Handling E-Safety Complaints 

· Complaints of Internet misuse will be dealt with by the DSL or deputy DSLs. 
· Any complaint about staff misuse must be referred to the Headteacher

· Complaints of a child protection nature must be dealt with in accordance with school child protection procedures. 
· Pupils and parents will be informed of the complaints procedure. 
· Discussions may be held outside agencies such as Youth Crime Prevention or PCSO to establish procedures for handling potentially illegal issues. 
Communication of Policy 
Pupils 

· Pupils will be taught about the safe use of the internet

· Pupils will be informed that Internet use will be monitored 
Staff 
· All staff will be given access to the School E-Safety Policy and its importance explained. 

· Staff should be aware that Internet traffic can be monitored and traced to the individual user. Discretion and professional conduct is essential. 
Parents 

· Parents' attention will be drawn to the School E-Safety Policy in newsletters, the school induction pack and on the school Web site. Parents agree to the Office 365 agreement by allowing their child to log on to Teams
· All parents and pupils sign a responsible use of the internet form.
Appendices

Staff Acceptable Use of ICT – Appendix A
School Rules for Responsible Internet Use - Appendix B 
Office 365 agreement – Appendix C
Staff Guide - What is ‘filtering’ in the content of safeguarding at school? – Appendix D
Staff Acceptable Use of ICT - Appendix A
Whilst the wide range of ICT systems and resources available to staff, both in school and outside of school, have irrefutable advantages, there are also potential risks that staff must be aware of.  Ultimately if staff use ICT resources inappropriately, this may become a matter for a police or social care investigation and/or a disciplinary issue which could lead to their dismissal.  Staff should also be aware that this extends to inappropriate use of ICT outside of school.

· Staff understand that ICT includes a wide range of system, including mobile phones, smart watches, personal digital assistants, cameras, email, internet access and use of social networking and that ICT use may also include personal ICT devices when used for school business.
· Staff understand that it may be a criminal offence to use the school ICT system for a purpose not permitted.
· Staff must not distribute information which is confidential to the school which I do not have the authority to share.
· CHbhhhHCCStaff understand that their use of school information systems, internet and email may be monitored and recorded e.g. the filtering system can identify when users are accessing inappropriate content.
· Staff understand that they must not use the school ICT system to access inappropriate content.
· Accessing, viewing, communicating and downloading material which is pornographic, offensive, defamatory, derogatory, harassing or bullying is inappropriate use of ICT.
· Staff not disclose any password or security information to anyone other than an authorised user who has permission to access that specific resource.  

· Staff will not install any software or hardware without permission.
· Staff will respect copyright, intellectual property and data protection rights.
· The use of internet access for personal financial gain, gambling, political activity, advertising or illegal purposes is not permitted.

· Any incidences of inappropriate use or abuse of ICT and inappropriate electronic communications, whether by pupils or colleagues, to the Designated Safeguarding Lead, Headteacher, or if appropriate, the Chair of Governors.
· Staff understand the school’s stance on use of social networking and given their professional role of working with children, will exercise care in any personal use of social networking sites and ensure they do not bring the school into disrepute.
· Staff will not spend excessive time utilising social networking sites while at work

· Staff will not communicate with pupils via Social Media platforms 

· Staff ensure that any electronic communications with pupils, where permitted, are compatible with their professional role. 

· Staff will promote E-Safety with pupils and help them to develop a responsible attitude to internet use.
· Staff know that inappropriate use of personal and other non-school based ICT facilities can have implications for their employment at the school where this becomes known and that activities undertaken are inconsistent with expectations of staff working with children

· Staff will ensure they permission to use the original work of others in my own work

· Where work is protected by copyright staff will not download or distribute it, this includes music and videos

· Staff know the school may exercise its right to monitor the use of the school’s ICT systems and accesses, to intercept email and to delete inappropriate materials where it believes unauthorised use of the school’s ICT systems may be taking place, or the system may be being used for criminal purposes or for storing unauthorised or unlawful text, images or sound.
· Staff understand that this code of conduct not only applies to their work and use of digital technologies at school but also to the use of digital school/personal equipment outside the school premises.
SCHOOL RULES FOR RESPONSIBLE INTERNET USE (Appendix B)
These rules are to help us to respect others and keep everyone safe.

· I will ask permission before using the Internet and will only use the Internet when there is an adult present

· I will only send emails / online messages when there is an adult present

· I will use only my own login and will only view / manage my own files

· I understand that I cannot bring a portable storage device (e.g. USB stick) into school

· If I see anything I am unhappy with or that worries me, I will tell a teacher immediately

· I understand that the school may check my files and the websites I visit

· I understand that if I deliberately break these rules, I may not be allowed to use the Internet or IT equipment

As a parent/carer of the pupil:

· I understand that the school will take every reasonable precaution, including monitoring and filtering systems to ensure young people will be safe when they use the Internet.  I also understand that the school cannot ultimately be held responsible for the nature and content of materials accessed on the Internet and using mobile technologies

· I understand that my son’s/daughter’s activity on ICT systems will be monitored and that the school will contact me if they have any concerns

· I will encourage my child to adopt safe use of the Internet and digital technologies at home and will inform the school if I have any concerns over my child’s E-Safety
· I will support the school’s approach to online safety and will not deliberately upload or add images, videos or text that could upset or offend any member of the school community

· I will ensure images of pupils at school events are for personal use only and not uploaded/shared via social media sites or applications 

· I will refrain from using social networking sites to voice concerns regarding school issues

Name of parent / carer(s):___________________________________________________

Signature(s):______________________________________________________________

Office 365 Agreement – Appendix C
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What is ‘filtering’ in the content of safeguarding at school?

	What it isn’t!  (
	What it is! (
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It does not refer to using filter paper in science experiments!
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This website has been blocked by your administrator.
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Web filtering in schools blocks students from inappropriate content across the web, while allowing sites that are selected by school administrators.




What do I need to know and do?

	What do I need to know?
	What do I need to do?

	That filtering exists!

All internet use via the school’s broadband is monitored (including personal devices).

That school and the technical team (Drift / Schools Broadband) control the filters and can make adjustments. 

Different Filters can be applied to different categories of users e.g. staff can have greater access than children.

 The safeguarding team receive two reports daily from ‘Schools Broadband’ about websites / apps that have been blocked by the school’s filtering system. 

· Schools have a responsibility to ensure that children are not accessing inappropriate content. Inappropriate content can be summarised by the ‘4Cs’ described in KCSIE. 

· CONTENT: being exposed to illegal, inappropriate, or harmful content, for example: pornography, fake news, racism, misogyny, self-harm, suicide, anti-Semitism, radicalisation, and extremism.  

· CONTACT: being subjected to harmful online interaction with other users; for example: child-on-child abuse, commercial advertising and adults posing as children or young adults with the intention to groom or exploit them for sexual, criminal, financial or other purposes.  

· CONDUCT: online behaviour that increases the likelihood of, or causes, harm; for example, making, sending and receiving explicit images (e.g. consensual and non-consensual sharing of nudes and semi-nudes and/or pornography, sharing other explicit images and online bullying). 

· COMMERCE: risks such as online gambling, inappropriate advertising, phishing and or financial scams. 

No search engine or filtering tool is ever completely safe and we need to be vigilant when children are accessing the internet. 
	Report any concerns you have about children or staff accessing inappropriate content in school to the Designated Safeguarding Lead. Speak to them directly or report concerns via CPOMS (there is an ‘Online Safety Concern’ category).

Speak to the safeguarding team if you accidentally access inappropriate material in school or feel that the filtering system is not effective. 

Alert the safeguarding team if you are teaching something that might create unusual activity on the filtering log e.g. relationships / sex-education. Or if you are about to teach a topic. 

Speak to the safeguarding team if you feel that the restrictions are unreasonable e.g. by preventing you from teaching something effectively or by ‘over-protecting’ children.

Continue to provide ‘ongoing safeguarding’ by being the eyes and ears around the school. Are children gossiping about how they get around filters? Are children using the internet unsupervised at lunchtime?

Look for opportunities to teach good practice in E-Safety in the wider curriculum. 
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